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Flectere si nequeo Superos, Acheronta movebo.
“If I cannot bend the will of Gods, I shall move Acheron and Hell.”

Virgil. Aeneid, Book VII.



Abstract:

The objective of this study is to examine the development of socio-technical
accountability mechanisms in order to: a) preserve and increase the autonomy of
individuals subjected to surveillance and b) replenish the asymmetry of power between
those who watch and those who are watched. To do so, we address two surveillance
realms: intelligence services and personal data networks. The cases studied are Spain and
Brazil, from the beginning of the political transitions in the 1970s (in the realm of
intelligence), and from the expansion of Internet digital networks in the 1990s (in the
realm of personal data) to the present time. The examination of accountability, thus,
comprises a holistic evolution of institutions, regulations, market strategies, as well as
resistance tactics. The conclusion summarizes the accountability mechanisms and
proposes universal principles to improve the legitimacy of authority in surveillance and
politics in a broad sense.

Keywords: surveillance, accountability, intelligence services, personal data, power
Resumen:

El objetivo de este estudio es examinar el desarrollo de mecanismos de rendicion
de cuentas (accountability) con el fin de: a) preservar y aumentar la autonomia de
individuos sometidos a vigilancia y b) recalibrar la asimetria de poder entre vigilantes y
vigilados. Para ello, abordamos dos ambitos de la vigilancia: los servicios de inteligencia y
las redes de datos personales. Los casos estudiados son Espafia y Brasil, desde el inicio de
las transiciones politicas en los afios 70 (en el ambito de la inteligencia), y desde la
expansion de las redes digitales de Internet en los 90 (en el ambito de los datos
personales) hasta la actualidad. El examen de la rendicién de cuentas, por lo tanto,
comprende una evolucidn holistica de instituciones, regulaciones, estrategias de mercado,
asi como de tacticas de resistencia. La conclusion resume los mecanismos de rendicion de
cuentas y propone principios universales para mejorar la legitimidad de la autoridad en la
vigilancia y en la politica de forma general.

Palabras clave: vigilancia, accountability, servicios de inteligencia, datos personales, poder.
Resumo:

O objetivo deste estudo é examinar o desenvolvimento de mecanismos de
prestagdo de contas (accountability) com o fim de: a) preservar e aumentar a autonomia
dos sujeitos submetidos a vigilancia e b) calibrar a assimetria de poder entre vigiantes e
vigiados. Para isso, abordamos dois dominios de vigilancia: servicos de inteligéncia e redes
de dados pessoais. Os casos estudados sdo a Espanha e o Brasil, desde o inicio das
transi¢des politicas nos anos 70 (no dominio da inteligéncia), e desde a expansdo das
redes digitais da Internet nos anos 90 (no dominio dos dados pessoais) até a atualidade. O
exame da accountability, portanto, compreende uma evolugdo holistica de instituicdes,
regulamentos, estratégias de mercado, bem como taticas de resisténcia. A conclusio
resume os mecanismos de accountability e propde principios universais para melhorar a
legitimidade da autoridade na vigilancia e na politica em um sentido amplo.

Palavras-chave: vigilancia, accountability, servigos de inteligéncia, dados pessoais, poder
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Glossary of Terms

Accountability

Action or practice that restrains authority in order to increase
legitimacy. It checks the forms, outputs, and allows validating a
form of power. Accountability can be achieved through specific
principles such as responsibility, answerability, enforcement, and
transparency.

Agency

Capacity of the civil society to become an active actor. It consists of
obtaining more power and autonomy.

Do not mistake with the theory of agents and principals, in which
agency relates to institutional representation and bureaucracy.

Algorithm

A sequence of steps and decisions to obtain a result. Commonly
used in informatics to describe automated procedures to process
certain data.

Answerability

This accountability principle relates to the capacity to demand
“answers” and formulate corrections to another actor(s). It relates
to restoring trust and correct wrongdoing.

Aporia

No solution or no way. A dead-end road to something.

Authority

Capacity to exercise power by soft and hard means. It hinges on
auctoritas (prestige and tradition) and potestas (force and
coercion) to influence, block, and even ignore another actor.

Biopolitics

Power over biological bodies. In surveillance, it relates to
administrating a ‘mass’ of individuals in their biological and
political constitution.

Commodification

To convert something into an economic or mercantile object. It can
be used to describe the reification of the personal body, creativity,
and data to reach monetization purposes.

Enforcement

This accountability principle relates to the capacity to impose
sanction or hard correction to another actor. Justice and courts are
traditional domains to enforce laws and guarantee fundamental
citizen rights.

Exceptionality,
Exceptionalism

The ability to create “new” politics. It is the generative dimension of
power. It refers to foundational moments or deep alterations in the
conditions that allow the exercise of authority.

Dataveillance

A form of surveillance conducted to collect, process, and use bulky
amounts of digital data from individuals.

Differentiation

It is the process of becoming or constant transformation of an
object.

Also, it is the emergence of new social and technical fields. It can be
compared to branches that stem from a trunk.

Governmentality

The techniques and the reasons to sustain politics and government.
It is the generating dimension of power or the normal conditions
that allow the sustainment and reproduction of authority.

Xi



Hegemonic

It refers to a powerful actor that dominates, by different means and
purposes, other ones.

House of mirrors

Surveillance metaphor to describe the arrangements, procedures,
and distortions of personal data digital flows.

Instrumentarian

Individuals turned into instruments by surveillance. Instead of
violence directed at bodies, it operates like a taming or a sort of
‘soft’ totalitarianism.

Legitimacy

The ideal condition stemmed from the will of the people (i.e. the
governed) that needs to encompass authority and power. It is the
source that validates politics beyond legal rules and norms.
Legitimacy can be expanded and improved through accountability.

Liberal,
Liberalism

Political philosophy originated in the Enlightenment era that
traditionally praises individual freedom and rationalism. Do not
mistake with neoliberalism based on free market and with the term
used to describe the USA political faction.

Metanarrative

Main narrative or thought in which political and historical actions
converge to build common human actions. Traditionally, religions
are examples of closed metanarratives.

Multitude

The heterogeneous and ever-changing groups of people. This
sphere differentiates and even challenges other social domains like
the state and the market.

Ontology,
Ontologic

Relative to the essence and the specific meaning of something or
someone. In philosophy, it explains the nature of being.

Panoptic,
Panopticon

Surveillance metaphor that indicates visibility and self-discipline
from the watchers upon the watched. It can be represented by a
watchtower to surveille prisoners.

Power

Power is the potential capacity to influence other actors. In this
text, we argue that it cannot be fully tamed; it has both
exceptionality and governmentality features, and it entails
asymmetries (domination and resistance).

Presentation

Accountability principle that expresses continuous participation
and citizen involvement in politics. It transcends people as a
sovereign actor in political and human dimensions.

Resistance

The capacity to challenge hegemonic forms of power. It relates to
agency and multitude.

Responsibility

Accountability principle that indicates duties and missions owed or
expected by one actor to another. It allows identifying the actors
and the content of the accountable action.

Rhizome,
Rhizomatic

A node or piece of a network with relative independence from the
other parts. In botanic, it refers to plants that, if separated, each
piece may be able to give rise to a new plant. In this text, it remits to
the surveillant assemblage.

Security

A situation of predictability that allows governmentality. Security is
the base to create and sustain any sociopolitical order. It has
different connotations depending on its implementation and
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perspective.

Slides of visibility

A metaphor to indicate that transparency is not equally distributed
among watchers and watched. It can be promoted or decreased on
one of those sides, entailing modifications on surveillance means
and goals.

Sovereignty

Traditionally, it was associated with state power and the ruler's
ability to impose order. It also refers to the power to establish
exceptionality and governmentality.

Surveillance

It is the continuous socio-technical interaction to collect, process,
and use information from objects and individuals. This system
ranges from the visibility and self-discipline of subjects to flexible
networks that reproduce authority and power.

Surveillant
Assemblage

Surveillance metaphor that indicates web formats or networks.
Like rhizomes that spread across a field, the surveillant assemblage
is decentralized, flexible, and a fluid apparatus.

Structure

The macro-political dimension or the ‘general picture’ in which
social actors interact. It can be considered as the meta-agency level
(the big battlefield scenario) to analyze power.

Teleology

In philosophical terms, it is the destination or goal of a human
endeavor or political action.

Third dimension

Accountability actions that are conducted at the international level.

Utilitarian

It consists of reaching a goal despite the means. In ethics,
utilitarianism valorizes the consequences above the forms.
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PREFACE

Where is power, this must be controlled or tamed? Those who are powerful
must be responsible and accountable to other people? If the reader answers
positively, this work would help to deep into those questions. However, this work
was also made to those people who do not agree with those statements. At least in
practice since many people support those ideas but do not reflect the answers in
their praxis. Hence, this work is a product of a doctoral dissertation but it also aims
to show that even the reader has a role to redefine his/her position as a subject of
power and as controller of power. In simple terms, we are not only witnesses in
the construction of societies and history.

Throughout history, the life of individuals was decided by external factors,
by fortune, and most of the time by the rule of autocrats or despots. Since the
industrial revolution, extraordinary things have been achieved by science and
technology to improve the lives of individuals. At the same, the world has
experienced several attempts to improve social reality and defeat despotism.
However, those attempts also appealed to forced coercion, mighty authority, and
almost infinite power. The last century, acknowledged as the century of wars and
revolutions, not only showed the scale of destruction but also the magnitude of
human suffering. More recently, by the time of this writing, not only autocrats and
despots have returned to rule entire countries, but the attempts to improve the
social reality are discredited and political changes tend to focus on technological
messianic salvation and individualistic solutions.

We have entered a century where the technological, social, and
environmental dimensions overlap creating major challenges to communities and
politics. In this precise moment, the world has “stopped” and one-third of
humanity is confined to avoid more pandemic casualties. In this exceptional
moment, new normality is being replenished, the mundane life of citizens is being
changed. And the coming decades might see ecologic and deep social
transformations. This is not the first time in history in which great changes
happen. However, what is becoming loom is that some socio-technical fields are
acquiring more capacity to shape exceptional and normal aspects in our lives. One
of these fields is surveillance: the act of watching and being watched all the time.
Surveillance redefines the notions of living, of individuality, of political
opportunities, and future. Thus, if the challenge against tyranny, autocracy, and
forced coercion has not disappeared, new battlefronts have been opened to fight
for the very definition of normality and possible futures. The ability to shape
normality is a tremendous, yet implicit form of power.

In that sense, this study wants to present two fronts or realms in which the
very idea of the future and life of individuals can be redefined at a different scale.
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The first one relates to the traditional dilemma to restrain the authority from
exceptional organizations. It relates to the oversight and control of intelligence
services in specific states after authoritarian periods and political transitions. The
second one relates to the new dilemma to restrain power from normal
organizations, in the sense that they might alter everyday life social interaction and
communication. This realm relates to the governance of information that is
extracted from individuals to administrate a certain population by using personal
data. This is the case, for example, of search engines and social network companies.

In short, we focus on intelligence agencies and on personal data processors.
In this analysis, many players, roles, and tactics emerge like in a game of power.
Surveillance can be understood as a “serious” game and we have a role in it.
Surveillance is also the story and the construction of the latest episodes of human
history in the attempt to redress the complexity of reality and the possibilities to
survive as autonomous individuals and as species. However, the paradox is that,
the more we deploy tools and technical instruments to reduce that complexity, the
more it seems we create entropy and ignore social dimensions to solve problems.
History barely offers lessons from the past, and social sciences are not the
medicine to cure social problems. Yet, those dimensions cannot be ignored to
create and reshape new realities. In that sense, we focus on the political dimension,
in the analysis of power -from institutions to ethics and resistance-, to examine the
construction and the restraining of societies of surveillance.

In the political dimension, it is difficult to join the dots when it comes to
analyzing the legacy of previous intelligence practices (such as the vigilance
against students and workers), to elucidate the old dilemmas of security (such as
the violent methods used to suppress political dissidents), and scrutinize the new
role of secret services in the current interconnected and globalized world. It is also
intricate to analyze the legacy of those practices in a time of digital technologies
and social tensions (i.e. Internet of things, big data, mass surveillance, and
heterogeneous demands from the multitude), as well as to promote legal reforms
to regulate and process data flows used by international corporations and
automated machines.

It is also a challenge to build a coherent narrative to link past events to
prospective trends in surveillance that interplays with science-fiction and
dystopian futures (from Orwellian realities of social control to Black Mirror scripts
in which technology undermines humanity). In those examples, watching people
can be legitimate and necessary. On the other hand, those actions might be
conducted in the shadows and foster deviations of power. And if there is power,
restraining tools and mechanisms to correct it should exist. Therefore, in this text,
those and other examples of surveillance will be addressed through the lens of
“who watch the watchers?” The pages below can be summarized as an extensive
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(instead of exhaustive) attempt to turn accountable those who have a certain
power to surveille and watch.

The idea of restraining power by institutional and legal mechanisms is
historically recent. Assessing the quality and implementation of accountability
mechanisms is even newer, especially in the field of intelligence as controls in this
field emerged mainly after the 1990s. Even old democracies had their intelligence
services unchecked by Parliaments and Courts until the recent past. In that sense,
we must recognize that this research is historically conditioned. Adopting a critical
perspective to assess intelligence practices would have been prohibited in the
1960s and 1970s in Spain and Brazil. Until the immediate democratic transition in
those countries in the 1980s, this research probably would have been accused of
disrupting the social order, questioning the national interest, or being ideologically
biased just by inquiring the efficiency of security practices.

In addition, writing on surveillance, and by extension on intelligence and
national security, was not a trending topic of scholars during the 1960s and 1970s,
either because they were directly surveilled by the regimes or because writing and
dialoguing with those who didn’t dialogue was, most of the times, a dead end road.
Those years were not easy, but even if this text offer recommendations for the
transformation of security institutions in the present (their past mistakes and
deviations must always be condemned), this research could have been labeled in
previous times by some scholars as a vague attempt of correcting the incorrigible.
In addition, some security practitioners might have labeled this work as the
attempt made by an outsider to scrutinize an authority that must not be
questioned or that “is not that bad”. Yet, in our view, authority cannot be self-
referential and always must be checked.

Nowadays, the same labels can exist but risks also come from a different
nature. For instance, in the present, there is a constellation of discourses that must
be taken into account to analyze and to publish surveillance studies. As
surveillance logics have changed, now we live in a world where the watchers are
plenty (from governments to companies and international players) and they have
learned to take advantage of disruption, contestation and radical energy for
governance purposes, rather than curtailing and suppressing these same energies.
Moreover, official intelligence is not anymore a taboo as it has adopted other
connotations beyond secrecy. The development of intelligence studies through an
accountability approach is recent. Hence, it would be an anachronism to demand
current accountability mechanisms to closed institutions in authoritarian periods.
Yet, we assess the evolution and the directions of those mechanisms from the past
to the present. Intelligence is not anymore a sacred and completely opaque
domain. However, some colleagues have mentioned that accountability has several
limitations to tame power, especially in closed policies. We agree with them until a
certain point, but we also affirm that the strength of this practice is found in its
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limitations and promises. It is important to control even actions that seem
uncontrollable, as expressed in the first part of this research. And if closed domains
and high-policies can be tamed or redefined, then there is potential room to create
new realities in the politics of tomorrow, even in distant futures,

Despite being a study guided by a power perspective, this text draws from
other disciplines and is oriented to general people and citizens worldwide. This
study is the product of the commitment to the study of History and Political
Science, the fields in which the author developed his academic formation.
However, the research supports an interdisciplinary convergence to produce
holistic and coherent knowledge that should be of interest to the mentioned fields
plus Sociology, Philosophy, Law, Criminology, Psychology, Journalism, Social
Movements, Economy, Cultural studies, Literature and Narrative studies, Arts and
Aesthetics, Natural Sciences, Computing Science, Informatics Engineering, and
other ones. At different stages of this work, those fields have redefined the writing,
the theoretical ideas, the methodologies, and the objects for analysis. We hope this
work can foster connections among historical, political, moral, cultural, cognitive,
and technical fields related to surveillance studies and beyond. Moreover, this
work aims to be useful to practitioners and non-practitioners in each field, as well
as to intelligence professionals and personal data managers. In that sense, we
would like to invite every person to participate in this “journey” to reevaluate our
condition as watchers or watched in surveillance societies.
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INTRODUCTION

In contemporary societies, many tools and practices have been constructed
to facilitate the management of resources, information, and people. One of those
fields regards to surveillance. Surveillance consists of watching and being watched.
Many scholars affirm that the ways to construct surveillance entail visibility,
representation, meaning, and material opportunities to people. In this work,
surveillance is consonant with those statements but it goes beyond. Surveillance
also entails relations of power and resistance. Surveillance is defined as the
extraction and use of individuals’ information for the management of populations
and the production of biopolitics (biological and political subjects of power).
Surveillance also encompasses the redefinition of individualities and the meaning
of social reality. This is not saying that surveyors manipulate reality or certain
players control everything and everybody. Surveillance is not only a rational action
conducted by certain social actors. It is a social system that differentiates from
other systems (security, education, labor, science, economy, etc.), yet, it overlaps
and affects these. Thus, surveillance cannot be reduced to concrete players but
naturally, they matter. In that sense, surveillance can be analyzed by focusing on
key players in specific domains or realms.

In light of the above, we address two realms that are crucial to the
construction and differentiation of surveillance. The first one relates to intelligence
services and the second one relates to personal data networks. Those realms are
explained because intelligence refers traditionally to high-politics (exceptional
politics to the service of states) whereas personal data (the information of
individuals on the Web) refers to normal politics or mundane practices conducted
to live in society. Both realms regard to the collection, extraction, process,
refinement, and use of information to construct knowledge and deploy techniques
of administration (of people).

Both realms evidence the construction of surveillance societies. They show
that new forms of power are being constructed in the last decades. However, if
power is being constructed, it is also necessary to control it or turn power
accountable. It is essential to restrain and redefine the execution and use of
surveillance in both fields. In that sense, the objective of this study is to examine
the development of accountability mechanisms in those realms in order to:

a) Preserve and increase the autonomy of individuals subjected to
surveillance,

b) Replenish the asymmetry of power between those who watch and those
who are watched.

XViii



The point “a” is understood as a basic precondition to enhance any idea of
active citizenship in a certain sociopolitical order. It is the capacity to act as an
individual, a sovereign person, in surveillance contexts that can erode not only
privacy but also individuality. The point “b” is understood to reprogram the
relationship between authority (the ability to exercise power) and legitimacy (the
ground to sustain power). This point regards to replenish the increasing political
distance between those who watch and are watched, redefining their tension and
power. Naturally, there are many organizations and people who watch. Yet, in both
realms, we focus on powerful actors that have more capacity to watch and process
information from individuals, i.e. intelligence services and personal data
corporations.

As mentioned, power must be restrained and become accountable, but why?
Accountability offers an answer because it is a basic mechanism that serves to
rethink and verify the outputs of power. It acts as a connector between authority
and legitimacy. In this study, accountability restrains a specific form of authority,
the capacity to exercise power, to produce legitimacy, the social and ethical
dimension that sustains power. Legitimacy is the ground in which citizens
authorize authority. It is the substance that validates power to be conducted.
Authority and power can be exercised without legitimacy. However, self-
referential authority and unchecked power would lack the social sustainment
obtained by a legitimate power. The basic idea of accountability implies to enlarge
the legitimate base that enlarges power and hinges on the “will of the people”.
Despite being abstract, diffuse, and even contradictory, the voices from the people
are the main source of legitimacy and every accountable action should be directed
to them. Since people are the authors and receivers of governing actions, they are
the “imperfect” base that enhances a more legitimate base to authority.

To assess accountability, we analyze several principles such as
responsibility, transparency, answerability, and enforcement. However, historical
contingency and constraints factors can affect the performance and the presence of
those principles. For instance, transparency from intelligence agencies is scarce
and difficult to be assessed most of the time. Yet, other principles such as
responsibility can be promoted in this realm. Besides, the mere presence of those
principles does not define a good or a bad account. Of course, the presence of only
one of those components implies poor accountability performance. Thus, the key
point consists in assessing the presence and the quality of those principles in
concrete places and times.

In that sense, we focus on two sociopolitical orders: Spain and Brazil since
the end of authoritarian regimes. The author of the study has researched and
worked in both countries, owning a certain expertise and potential to formulate
situated knowledge and to conduct an immersive cultural and social study.
However, the selection is mainly explained because both countries have a
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controlled difference that allow their juxtaposition and contrast in a case study
approach. For instance, both countries are deemed as cases of slow, secure, and
incremental transition into a more democratic scenario, especially in Europe and
Latin America. Yet, they can offer clues to more countries and cases in the world as
it becomes more interconnected.

In the first realm of intelligence, we start in 1975, after the death of
Francisco Franco, the Spanish Caudillo, and one year after the beginning of the
distention process initiated by the Brazilian military regime. Those years represent
the authoritarian legacy in both countries and constitute the initial conditions
upon which intelligence agencies were created or upgraded. In the first realm, we
analyze and assess the emergence of accountability mechanisms to tame
intelligence since the implementation of the first internal controls in the 1970s, to
the latter institutional reforms in the 21st century. In the second realm related to
personal data, we assess the accountability mechanisms that have emerged in the
governance of personal data since the popularization of the Internet and the
enactment of the first protection rules in Spain in 1992. The expansion of
dataveillance (digital data+surveillance), data business, and the forms to resist to
that governance are also covered in the last decades. The final year is 2020 as it
represents the end of the study and coincidentally constitutes a critical mark in
terms of biopolitics and surveillance due to the pandemic crisis. As the analyzed
phenomena and the accountability mechanisms continue to be performed after
this date, the final part of this study, regarding the meta-narratives of resistance
and the future of surveillance, is one attempt to analyze prospective developments.
We know that this gesture is very risky and not common to scientific studies, yet,
we reformulated overall principles that we believe should guide the evolution of
surveillance and general politics in the coming times.

In light of the above, the main characteristics or the study are represented

as follows:
Main objectives: To assess the evolution of accountability mechanisms in
surveillance in order to:
- Analyze the management of populations and
individuals autonomy subjected to surveillance.
- Redefine the asymmetries of power between those
who watch and those who are watched.
Accountability core It is the connector of authority (capacity to conduct power)
definition and legitimacy (ground to sustain power).
Principles to assess Responsibility, answerability, transparency, and
accountability: enforcement (see Chapter 1)
Realms: Intelligence (1), and personal data (2)
Research methodology: Case study research, aggregated perspective for a single
(See Chapter 2) unit of analysis (intelligence agencies in Realm 1),

Governance Network analysis, holistic perspective for
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different units of analysis (state, market, and people in

Realm 2).
Geographic scope: Spain and Brazil
Time framework: 1975-2020

Regarding the structure, this dissertation has four parts.

Part 1 relates to the theoretical framework and the methodology. Chapter
1 examines the theoretical forms to interpret and deploy power, from institutions
to people. The forms here addressed are restraining power, executing power,
justifying power, and constructing power. The first form analyzes whether is
possible to control or tame power. The second form examines the manners to
execute power, via exceptional rules and normalized actions, in a certain place and
time. The third form depicts a brief epistemological history to understand where
power is located and how it justifies its actions. Lastly, the fourth form analyzes
security, the initial issue that sustains power in the current political systems. In
sequence, we address the main concepts and principles related to surveillance
(such as the panoptic and the rhizomatic assemblage), privacy, and accountability.
Chapter 2 exhibits the methodology and operationalization to assess accountability
explaining the time framework (1975-2020), the cases (Spain and Brazil), and the
division in two realms (intelligence and personal data).

Part 2 covers accountability in the realm of intelligence. Here, Chapter 3
analyzes the theory and concepts of strategic intelligence related to internal
security. After the analysis of intelligence and the authoritarian legacies of this
activity in Spain and Brazil, we turn to the institutional evolution of intelligence
agencies in both countries. This is the most extensive chapter as, in sequence, we
assess different mechanisms of accountability in this realm: internal control,
legislative control, judicial control, international oversight, and the role of the
media and society. Thus, this chapter covers the accountability of intelligence
agencies from different angles, roles, and times. Chapter 4 reconsiders the main
ideas of surveillance and intelligence to build intersections or connection points.
These points regard to the surveillance metaphors (the panoptic and the
rhizomatic assemblage) being incorporated in the realm of intelligence, to the
operationalization of intelligence to manage subjects and populations, and we start
thinking in further forms of intelligence accountability and new forms of legitimate
resistance.

Part 3 covers accountability in the realm of personal data. Here, Chapter 5
formulates the basic notions to understand and process personal data in digital
flows and networks. Then, we examine the accountability mechanisms considering
the governance of personal data in three domains: state regulations, market
strategies, and civic agency. State regulations refer to the evolution of the legal
framework to oversee the management and collection of personal data by an array
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of organizations, local and international, in Spain and Brazil. Market strategies
regard to internet and data business, the main forms of accountability from big
market players (such as Facebook and Google), and further approaches such as
accountability of algorithms, privacy by design, and even the issue of oligopolies of
data players in the global economy. Finally, the civic agency addresses those
strategies and tactics from the multitude of people to challenge surveillance and
the sociopolitical order in a broad sense, from rhetorical and technical tactics to
massive protests. Chapter 6 builds intersection or connection points between
surveillance and the governance of personal data. These points are the
incorporation of the surveillance metaphors from the theoretical framework to the
realm of personal data, the use of personal data to the management of subjects and
populations in terms of biopolitics (power over a mass of bodies), and new forms
of resistance and accountability beyond the civic agency strategies.

-, Postscript on the societies of surveillance, is a sort of amending work
inspired in the Postscript on the societies of control by Gilles Deleuze (1994) that in
turn dialogues with Foucault (1975)’s Discipline and Punish. Yet, rather than
focusing on the forms of control and surveillance, we finish our analysis by
reconsidering resistance and the potentials of the civic agency. In that sense, this
part exposes the importance of metanarratives to orient resistance and alternative
forms to construct politics. Metanarratives are the major stories that orient history
and humanity. Taking into account global ethics and the convergence of social and
environmental crises, from local to international governance, not only
metanarratives seem to be necessary today, but they also appear as necessary
alternatives to support and connect social changes. We propose the construction of
a metanarrative based on Legitimacy and Humanity to orient the quest for new
realities, from feasible actions to those that belong to the domain of dreams. Based
on those ideas, we revisit accountability and expand this concept to radical
principles of representation, consultation, participation, and "presentation”. We
close the study giving concrete examples of how those principles can be mobilized
again in the realm of intelligence and personal data.

This work covers almost five decades of profound social and technological
changes. We believe that the contrast between exceptional aspects from
intelligence and the normal or mundane aspects from personal data offers a broad
landscape regarding surveillance. Furthermore, by using concrete epistemological
contributions and methodological perspectives from different fields, we praise for
interdisciplinary and holistic knowledge (Bal & Marx-MacDonald, 2002). Thus, the
dissertation does not focus on a single object or seeks for strict causality relations.
This text is an attempt to join the dots, to build a big picture from fields that tend to
appear disconnected. Rather than being exhaustive, we aimed to be extensive
covering different disciplines to rethink accountability in current societies.
Therefore, the selection of topics was difficult and one limitation is that many
objects and issues were left behind (see methodology in Chapter 2).
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For example, police intelligence as well as personal data in the domain of
security agencies were not directly addressed. However, we introduced some
connections with these domains in the judicial control of intelligence and in the
analysis of market players that process personal data. Another topic not deepened
is the technical aspects that sustain many practices to process data. Nevertheless,
those issues were mentioned on the accountability of market players in Chapter 5.
Another topic that was not deeply covered is the increasing surveillance based on
face recognition and other biometric instruments. In popular culture, surveillance
tends to be associated with cameras and video-recording. Those issues escape
from our objectives but they were partially addressed in the regulation and
protection of personal data also in Chapter 5. Another issue is the role of crime to
influence both watchers and watched. Indeed, this issue is mentioned as a form of
disgusting politics. Yet, the links between criminality and surveillance surely
deserve more attention in further studies.

A limit in terms of methodology relates to secrecy and classified
information protected by law. This is the case of intelligence, in which we focused
on open sources. As we analyze accountability through many perspectives, from
institutional documents to media articles and leaks, we hope to counteract secrecy
to a certain extent. Yet, secrecy also inhibits the use of interviews and surveys from
practitioners. This methodology was left behind even in the analysis of personal
data networks. The decision is explained because we adopt a longitudinal or
historic dimension to verify the evolution of politics. In order to cover changing
actors during several decades, it would have been necessary to collect a vast
volume of interviews and surveys in two distant countries. This task was simply
beyond the material capabilities of the research.

Another limit is that we might not deep into the full variables that affect
individuals under surveillance. For example, the analysis might dilute variables
like race, gender, sex, nationality, education, labor, accessibility, etc. However,
when we speak of legitimacy from the people, we know that neither all the people
live under the same condition nor are they located on the same ground to reach
individual autonomy and emanate legitimacy. Thus, to cover those differences, in
the governance of data, we offer a division that is representative of society: state,
market, and the multitude. Again, this division might simplify actors and reduce
the variables that affect them. But this division allows us to see big power
distances, especially between watchers and watched -which is one of the
dissertation objectives-. For example, our division allows verifying the power
distance between big data processors that constitute the first economic force in the
global economy and the multitude that use specific strategies to defy surveillance.
In other words, rather than mapping all the variables and the whole plurality of
actors, our division reveals representative domains of society and big power
asymmetries that entail forms of domination and resistance.
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Regarding intelligence experts and practitioners, we understand that this
practice has many domains and fronts. Hence, when we mention the word
intelligence, most of the time we refer to the strategic intelligence attached to the
Executive with the mission to refine and disseminate information for the security
of the state and society. Intelligence, as well as surveillance, is not necessarily evil
or pathological. Yet, indeed there is potential room to commit abuses of power,
wrongdoing, and unaccountable actions in this realm. Even in practice, there is
potential room to mistake intelligence for the state with intelligence for the
government. Moreover, we face intelligence and surveillance from a critical
perspective, assessing their mechanisms of accountability, formulating
recommendations, and thinking in new forms to turn those services more
legitimate (see Part 2 and Part 4). In that sense, we aimed to build a critical
examination and a constructive evaluation throughout the entire study.

Despite being an academic dissertation, this text addresses overall readers,
not only scholars and practitioners. Thus, it includes a glossary of terms that can be
consulted at any time by the reader (see page 10). These terms are deeply
explained throughout the dissertation.

This work is composed of parts, which in turn are composed of chapters,
and these are composed of sections. One can read this text in many forms. Aside
from the linear and progressive reading, it is possible to read the four parts in
random order as they are like ‘rhizomes’ with relative independence. In any case,
the rhizomes join in the last Part 4 that condenses the ideas of surveillance,
resistance, accountability, and politics in a broad sense and beyond our cases.

Another form is the quick reading. In this case, the reader can jump into the
main ideas of each section. Those shortcuts start after the sign *Epilogue* and
reformulate the main content in many sections. Also, there are tables that
summarize the content of the parts in the ending pages. The quicker reader can
even jump to the conclusion as this section exhibits the results and summarizes the
four parts of the study.
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PART 1

Chapter 1. Theoretical Framework

As surveillance in this research is based on a power analysis, before addressing
the main topics of the dissertation it is essential to understand the very nature of
power. Hence, first section in this chapter examines four theoretical forms to
interpret and deploy power, from institutions to people. These forms are: a)
restraining power, b) executing power, c) justifying power, and d) constructing
power.

The first form analyzes whether is possible to control or tame power (and
abuses of power). The second form examines the ways to execute power, from
exceptional procedures to normalized actions in a certain place and time. The third
form depicts a brief epistemological history to understand where power is located
and how it justifies actions. Lastly, the fourth form analyzes security, the initial
issue that sustains power in political systems.

Instead of historicize and establish a fixed definition of power, this term is
covered through an interdisciplinary analysis to reveal its many dimensions. That
is, there is no single theory of power and unique field to reveal it. For example, in
the first form, the Chapter starts from aesthetics to see the limits of power, trying
to grasp it beyond rational and programmed norms. It addresses a less explored
perspective by social sciences as aesthetics perceives power as a channel of
affections and sensations that mobilize social actors. Every power transformation
also hinges on the tension between beauty and disgust. In turn, the second form
draws especially from philosophy to explore the creation of power and the
maintenance of power. This form introduces and confronts notions of
exceptionality and normality, dismantling utilitarian approaches to execute power.
The third form is based on history to understand the evolution and justification of
power. Meanwhile, the fourth form stems mainly from sociology to analyze the
construction of power considering security as the cornerstone of any sociopolitical
order.

Considering the forms of power in section 1.1, in sequence, we use them to
formulate the main concepts regarding surveillance (section 1.2), privacy (section
1.3), and accountability (section 1.4). Those concepts, in turn, will sustain the
methodology and the examination of the case studies in the following Chapters of
the study.
