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ARTICLE INFO ABSTRACT

Keywords: Peer cybervictimization and cyberaggression are educational and social concerns which have been extensively
Cybervictimiz'ation studied during adolescence but there is less research conducted specifically across all stages of adolescence
Cyberaggression (early, middle, late, and emerging adulthood). The objective was to analyse the prevalence of cybervictimization
iﬁz;z:::g::g and cyberaggression, the roles, and the associated behaviors, depending on the stages of adolescence. The sample
Stage was composed of 7295 non-university Spanish adolescents, between 11 and 22 years old from 47 schools. The
Roles frequency of cybervictimization and cyberaggression was 22.5 % and 15 %, respectively. The highest frequencies

are found in late adolescence and the lowest in emerging adulthood. Mainly, involvement increases from early to
late adolescence and decreases in emerging adulthood. The magnitude of cybervictimization and cyberaggression
behaviors for the roles of pure cybervictim and pure cyberaggressor is similar through all stages.

1. Introduction

Violence among peers is a very common problem in our society,
which arouses great concern and is associated with physical, psycho-
emotional, and academic problems in adolescents (Moore et al., 2017;
Varela et al., 2022). The use of technologies has enabled peer violence,
extending beyond the physical and temporal reality of educational
centers to be carried out through screens at any time and place.
Cyberbullying is a relational risk associated with the use of the Internet
in which, through Information and Communication Technologies, one
or more people perform violent behaviors against their peers (Tokunaga,
2010). It is characterized by a marked imbalance of power between the
cyberaggressor and the cybervictim, a repetition of these behaviors over
time, and a clear intention to harm the other (Smith et al., 2008).
Although the key aspects of the definition of cyberbullying are well
defined at the theoretical level, there are not many instrumental studies
that use an adequate semantic definition of the construct and present
adequate indicators of validity and reliability (Chun et al., 2020).
Therefore, and to be more precise, the terms peer cybervictimization and

peer cyberaggression will be used to denote the behaviors of peer
violence received or carried out, but without a manifest imbalance of
power between those involved. It is also important to differentiate that
not all peer-to-peer aggressive behaviors should be considered cyber-
bullying problems, for example online hate speech (Wachs et al., 2022)
or cyber dating abuse in romantic partnerships (Ortega-Baron et al.,
2022).

Different reviews report mixed prevalences for cybervictimization
and cyberaggression. Modecki et al. (2014) reported average preva-
lences of cybervictimization and cyberaggression of 15 % and 16 %,
respectively. Athanasiou et al. (2018) reported data for cybervictim-
ization ranging from 13.3 % to 37.3 %, and Brochado et al. (2016) re-
ported ranges between 1 % and 61 % in the last year, and between 1.6 %
and 56.9 % in the last six months. On the other hand, other studies re-
ported data of prevalences below 10 % for cybervictimization and
cyberaggression (Jadambaa et al., 2019). Other data sources such as the
WHO Regional Office for Europe’s Health Behaviour in School-Aged
Children (HBSC) transnational collaborative survey provide overall
prevalence data for cyberbullying about 13-14 % in 2018 (WHO, 2020).
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The new HBSC report, with data from 2021/2022, shows that 15 % of
teenagers reported being cyberbullied at least once or twice in the last
two months (15 % of boys and 16 % of girls) so there is a slight increase
in cyberbullying (Cosma et al., 2024). This data contrasts with those
reported by EU KIDS which indicate a range of online victimization
between 5 and 9 % (Smahel et al., 2020). There is wide diversity in
prevalence ranges, which may be due to multiple definitions of cyber-
bullying, multiple instruments and different cut-off points, as each study
is conducted in a particular context and with different criteria and
assessment tools (Chun et al., 2020). In any case, regardless of preva-
lence, the problem is important because of its overlap with forms of
offline peer victimization (Estévez et al., 2020).

In line with the international context, the Spanish reality presents the
same problems of heterogeneity in the data. Hence, we find studies of
prevalence of cybervictimization that vary from 30 % (Machimbarrena
& Garaigordobil, 2018), to others with values below 10 % (Gonzalez-
Cabrera, Machimbarrena, et al., 2019). Something similar is observed in
cyberaggression because, while some studies report cyberaggression
prevalences higher than 30 % (Buelga et al., 2015), others place them
around 15 % (Zych et al., 2018), or even at <10 % (Calmaestra et al.,
2020; Machimbarrena & Garaigordobil, 2018). However, a recent study
for UNICEF by Andrade et al. (2021) places the prevalence for the
Spanish context of cybervictimization between 12.2 % and 22.5 %, and
of cyberaggression between 11.4 % and 19.7 %.

Another reason for such diverse estimates has been the difference in
the age of the samples analysed, ranging from Primary Education
(tweens, 10-12 years) to High School (just before university, 16-18
years) under the heading of adolescence. In this sense, it should be
specified that, as the World Health Organization (WHO, 2006) points
out, what is widely defined as adolescence is not a definite period of
time, but a phase of development in the life of the individual. Thus, the
WHO identifies three age groups: early adolescence (from 10 to 13 years
to 14-15 years), middle adolescence (from 14 to 15 years to 17 years),
and late adolescence (17-21 years). For its part, the American Academy
of Pediatrics (AAP, 2021) also defines three age groups: early adoles-
cence (11-14 years), middle adolescence (15-17 years), and late
adolescence (18-21 years). Besides these approaches, we find the one
made by Salmela-Aro (2011), which divides adolescence into four pe-
riods. This approach coincides at some point with those of the AAP
(2021) and the WHO (2006) but it considers a greater development after
the age of 18. According to Salmela-Aro (2011), adolescence is divided
into 4 stages: early adolescence (11-13 years), middle adolescence
(14-17 years), late adolescence (17-19 years), and emerging adulthood
(18-25 years). This last stage is incorporated by Salmela-Aro from a
suggestion of Arnett (2000) and focuses especially on the exploration of
various areas of the individual’s life, highlighting the areas of love and
work.

Different studies showed that the prevalence data of cybervictim-
ization and cyberaggression vary depending on the age and the different
stages of adolescence, without there being a clear consensus about their
tendency (Mohseny et al., 2020). Compared to studies such as those of
Smahel et al. (2020), which indicated that there was no consistency in
the results between cases of cybervictimization and cyberaggression and
age, other studies, such as those of Schultze-Krumbholz et al. (2014),
Gonzalez-Cabrera, Machimbarrena, et al. (2019), Yudes et al. (2020),
and Pichel et al. (2021), reported an increase in cyberaggression and
cybervictimization as age increased. Specifically, Yudes et al. (2020)
indicated that the older the individual, the higher the scores of cyber-
victimization and cyberaggression, even doubling the rate of cybervic-
timization between the ranges of 12-14 years and 15-18 years. Pichel
et al. (2021) reported that cyberaggression behaviors were less preva-
lent in the 10-11 age group, reaching the highest values for cyberag-
gressors at 16-17 years, and at 14-15 years for cybervictims. In contrast,
studies such as that of Wang et al. (2019) showed a considerable
decrease in the rates of cybervictims and cyberbullies as age increased.
In general, these studies include ages between 10 and 18 years that are
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associated with non-university stages, but most of the research with
samples of adults focuses almost exclusively on university students
(Bashir et al., 2020; Watts et al., 2017), but it is relevant to study this
phenomenon in adults (usually over 18 years of age) because of the
implications for all stages of academic life (Betts et al., 2019). This
change in the academic environment can influence many psychosocial
variables related to cybervictimization and cyberaggression. Thus, there
are very few studies with a wide range of non-university students at all
stages of adolescence (including the years after the age of majority).

In terms of behavioral differences based on sex, research has also
shown mixed results. Some reported higher prevalences of cyberag-
gression and/or cybervictimization in boys (Jung et al., 2014; Zych
et al., 2018), and other research reported higher values in girls (Pabian
& Vandebosch, 2014; Pichel et al., 2021; Tsitsika et al., 2015), whereas
other studies find no significant differences between boys and girls
(Cosma et al., 2024; De Paolis & Williford, 2015; Machimbarrena &
Garaigordobil, 2018; Shin & Ahn, 2015). In the Spanish context, it has
been suggested that the differences between boys and girls are so small
and without a clear and distinct pattern that it is inadvisable to employ
clearly differentiated preventive strategies for girls and boys (Feijoo
et al., 2021).

As indicated above, there is no general consensus about the preva-
lence of cybervictimization and cyberaggression behaviors, nor about
the stage of adolescence. Moreover, research on this problem in such a
wide age range (from the age of 11, at the beginning of early adoles-
cence, to the age of 25 at the end of emerging adulthood) has hardly
been studied in non-university students. The objectives of this study are:
1) analyse the frequency of cyber-victimization and cyber-aggression in
the stages of adolescence and their differences in total scores. 2) analyse
the frequencies of the roles of pure cyberaggressor, pure cybervictim and
cybervictim-cyberaggressor in the stages of adolescence and the differ-
ences in their total scores; 3) to compare the different behaviors related
to cybervictimization and cyberaggression at each stage of adolescence.
These analyses will take into account possible sex differences. Due to the
lack of consensus in the literature and the few studies that cover all these
ages in non-university students, different research questions are raised
in this exploratory study: 1) At what stage of adolescence will there be a
higher frecuency of cybervictimization and cyberaggression?; 2) at what
stage of adolescence will there be a greater frecuency of pure cyberag-
gressors, pure cybervictims, and cyberaggressor-cybervictims?; 3) Will
there be any differences in these frecuencies depending on the stage of
adolescence and sex?; and 4) at what stage of adolescence will there be
more behaviors related to cybervictimization and cyberaggression?

2. Method
2.1. Design and participants

This cross-sectional and analytical study was conducted between
January and March 2021. The sample consisted of 7295 participants
aged between 11 and 22 years with an average age of 15.87 + 2.79, of
whom 4473 were boys (61.3 %) and 2822 were girls (38.7 %).

The distribution according to the stages of adolescence (Salmela-Aro,
2011) was as follows: early adolescence -11-13 years- (n = 1925; boys
= 946; girls = 979); middle adolescence -14-16 years- (n = 2258; boys
= 1251; girls = 1007); late adolescence -17-19 years- (n = 2297; boys =
1662; girls = 635); emerging adulthood -20-22 years- (n = 815; boys =
614; girls = 201). The sample according to the educational stage was
composed as follows (1.5 % were 6th grade of primary education stu-
dents; 46.9 % students in compulsory secondary education; 9 % post
secondary education students and 42.5 % in vocational training stu-
dents). The sample was obtained from 47 non-university schools in 34
locations from nine Spanish regions (Aragon 0.8 %, Principality of
Asturias 5.2 %, Cantabria 1 %, Castille la Mancha 5.8 %, Castille and
Leon 6.4 %, Valencian Community 46.1 %, Autonomous Community of
Madrid 25 %, Navarre 5.9 % and Basque Country 3.8 %). All schools
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were financed by public funding (subsidized schools) and these were
selected for reasons of timeliness. Regarding the geographical area, 75.2
% of the participants came from an urban setting and 24.8 % from a rural
one. We conducted non-probabilistic, incidental sampling.

2.2. Assessment instruments

For the evaluation process, we asked the participants some socio-
demographic questions: sex, age, grade, school, and training itinerary.
The reduced version of the Cyberbullying Triangulation Questionnaire
(CTQ; Gonzalez-Cabrera, Leon-Mejia, et al., 2019) was used for the di-
mensions of cybervictimization and cyberaggression, which are based
on the works of Calvete et al. (2010) and Gamez-Guadix et al. (2014).
This questionnaire contains 9 items for each dimension. Each item is
measured on a 5-point Likert scale ranging from O (Never) to 4 (Almost
every week). The score ranges from 0 to 36 for each dimension. The CTQ
has adequate indicators of reliability and internal validity, with a
Cronbach alpha of 0.84 for cybervictimization and 0.85 for cyberag-
gression in this sample. Students stated whether they had suffered and/
or perpetrated each cyberbullying behavior in the past 5-6 months.

2.3. Classification of participants

The criteria applied to identify cybervictimization or cyberag-
gressive behaviors are the same as applied in other previous studies
(Gonzalez-Cabrera et al., 2021; Gonzalez-Cabrera, Leon-Mejia, et al.,
2019). In this sense, any participant who scored on any item of cyber-
victimization or cyberaggression with a value of 2 or higher was
considered as “involved” in these problems (either as pure cybervictim
or as pure cyberaggressor, depending on the role). If they scored 2 (be-
tween 2 and 4 times) or higher on any item for both dimensions, they
were considered as playing the role of “cybervictim-cyberaggressor”. If
the participants scored <2 for all the items of cybervictimization or
cyberaggression, they were considered as having the role of “no
problem.”

As for the stages of adolescence, the participants were classified ac-
cording to the indications of Arnett (2000) and Salmela-Aro (2011).
Thus, students aged between 11 and 13 years were included within the
“early adolescence” stage, students between 14 and 16 years old made
up the group of “middle adolescence”, participants between 17 and 19
years old were assigned to the stage of “late adolescence” and, finally,
those between 20 and 22 years belonged to the group of “emerging
adulthood.” Each student could only belong to one stage group; there-
fore, “middle adolescence” was limited to 16 years, and 17-year-old
participants were included in the “late adolescence” stage.

2.4. Procedure

Participants completed the instrument through the online Survey
Monkey © platform. This process was carried out in the computer
classrooms and in the school classrooms through mobile devices. In this
process, coordinated by the guidance departments of each school, the
teachers and tutors participated and were provided with specific in-
structions on the procedure in order to promote its standardisation in all
centers. Researchers monitored online data collection with records from
each school for all groups and classes. In addition, participant detection
mechanisms were enabled such as those suggested by Niessen et al.
(2016) such as maximum response time “longstring” and “person-fit
statistics”. The time needed to complete the questionnaires ranged be-
tween 4 and 10 min, depending on students’ age and reading
comprehension.

2.5. Ethical considerations

This study received the consent of the participants and the school
directors. A passive consent model was sent to the families of underage
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students to inform them about the objectives and purposes of the study,
its characteristics, those responsible for the study, and their right not to
participate. The parents or legal guardians of minors who did not allow
participation returned the signed consent. Less than 1 % of the sample
declined to participate in the study. The adult students were informed
about the study and explicitly provided their consent when answering
the online questionnaire. Students could decide not to complete the
questionnaire, as, after the presentation, they had to explicitly state that
they agreed to participate (<1 % responded negatively). This study was
approved by the Research Ethics Committee of the (masked for review).
There were no exclusion criteria for the sample.

2.6. Data analysis

The statistical analyses were performed with the Statistical Package
for the Social Sciences (SPSS) version 25 (IBM Corp, 2017) software.

An analysis of the missing values was carried out to verify a low
percentage of missing values in each of the variables and the random-
ness of those values. From the initial sample of 7.476 subjects, 181 were
removed from the database because they had too many missing values in
the questionnaire (>5 %). No missing values were imputed in the
remaining sample.

To meet the main objectives of the research, the following analyses
were carried out: 1) frequencies, measures of central tendency and
dispersion of the measure; 2) chi-squared (x2) to contrast proportions
and adjusted residuals (ASR); 3) analysis of variance with Games-Howell
post-hoc comparisons; 4) for cases in which statistically significant dif-
ferences were found, the eta square statistic (nz) was used to calculate
the effect size. In this study, a value of p < .001 was considered statis-
tically significant.

3. Results

3.1. Frecuency of peer cybervictims and cyberaggressors as a function of
developmental stage and sex

A total of 1574 participants (22.5 %) reported cybervictimization.
The number of participants reporting aggression was 1047 (15 %).

Table 1 shows significant differences in the frecuency of cybervictims
and cyberaggressors as a function of the developmental stage. The
frecuency of cybervictims and cyberaggressors increased progressively
from early to late adolescence, the stage at which they reached their
maximum scores, subsequently decreasing in emerging adulthood,
where they had the lowest frecuency. Significant differences between
boys and girls were also observed at all stages of adolescence. Specif-
ically, there was a higher frecuency of boys, both cybervictims and
cyberaggressors, in all stages of adolescence except for early adoles-
cence, where it was higher in girls.

3.2. Differences in total cybervictimization and cyberaggression scores for
the entire sample according to adolescence stage

Significant differences were found when comparing total cybervic-
timization scores in the four stages of adolescence, F(3, 7005) = 14.17, p
< .001, n2 = 0.006. However, in the post hoc comparisons, significant
differences were only found between early adolescence and the rest of
the stages (middle and late adolescence and emerging adulthood) (p <
.001).

Furthermore, when comparing the total cyberagression scores of the
four stages of adolescence, we found significant differences, F(3, 6996)
= 7.175, p < .001, 12 = 0.003. However, in the post hoc comparisons,
significant differences were only found between early adolescence and
middle and late adolescence (p < .001).
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Table 1
Frequency and percentage of cybervictims and cyberaggressors according to the stage of adolescence and comparisons as a function of sex.
Role Stage of adolescence Total Males Females P @
(%) f (%) f (%)
Cybervictims EA 279 (17.7) 130 (46.6)b 149 (53.4)" 68.22 (<0.001)
(n =1574) MA 480 (30.5) 277 (57.7)" 203 (42.3)"
LA 592 (37.6) 429 (72.5)" 163 (27.5)"
EmAd 223 (14.2) 160 (71.7)" 63 (28.3)b
Cyberaggressors EA 186 (17.8) 86 (46.2)" 100 (53.8)" 82.24 (<0.001)
(n = 1047) MA 297 (28.4) 206 (69.4) 91 (30.6)
LA 416 (39.7) 333 (80)" 83 (20)°
EmAd 148 (14.1) 122 (82.4)" 26 (17.6)°

Note: EA = Early adolescence; MA = Middle adolescence; LA = Late adolescence; EmAd = Emerging Adulthood; f = frequency; % = percentage; ; x> = Chi-square; p =

significance.
# Adjusted standardized residuals >1.96.
b Adjusted standardized residuals <—1.96.

3.3. Frecuency of the different peer roles as a function of developmental
stage and sex

Table 2 presents the frecuency of the different roles (No problem,
Pure cybervictim, Pure cyberaggressor, Cybervictim-cyberaggressor) as
a function of the stages of adolescence and participants’ sex.

There were significant differences in the frecuency of the different
roles depending on the developmental stage. Frecuencies increased
progressively from early adolescence to late adolescence, subsequently
decreasing in emerging adulthood. Concerning sex, in general, the fre-
cuencies for the different roles increased as the evolutionary stage
advanced in the case of boys, and decreased as the evolutionary stage
advanced in the case of girls.

3.4. Differences in the total scores of the dimensions of cybervictimization
and cyberaggression for the total sample according to participants’ role
and stage of adolescence

Table 3 shows that there were no significant differences between the
total scores of cybervictimization and cyberaggression in the stages of
adolescence for the roles of pure cybervictim and pure cyberaggressor,
although there were significant differences in the cybervictim-
cyberaggressor role. For this role, the stage with the highest score,
both in cybervictimization and cyberaggression, was middle adoles-
cence, and the one with the lowest score was emerging adulthood.

Table 2

3.5. Comparison of cybervictimization and cyberaggression behaviors
according to the developmental stage

Table 4 compares the items of cybervictimization and cyberag-
gression as a function of the stages of adolescence. For cybervictimiza-
tion, significant differences were found in 7 of the 9 items, with Item 1
presenting the largest effect size: “Sending me threatening or insulting
messages,” In general, the stage that presented the lowest scores in
cybervictimization was early adolescence, and the one that received the
highest scores was middle adolescence. For cyberaggression, significant
differences were found in 3 of the 9 items, with Item 3 being the one with
the largest effect size: “Writing embarrassing jokes, rumors, gossip, or
comments about a classmate.” In 2 of the 3 items, the behaviors were
significantly lower in early adolescence than in other stages of
adolescence.

4. Discussion

This study provides evidence of cybervictimization and cyberag-
gression in the four stages of adolescence for students aged 11 to 22 who
are not studying a university degree. Currently, there is a scarcity of
studies that approach these problematic with such a wide age range,
which adds value to the field of study by analysing differences between
the four stages of psycho-evolutionary development.

Concerning the first objective, to analyse the frecuencies and dif-
ferences in the scores of cybervictimization and cyberaggression in the
stages of adolescence, we note that the data reported in this study are

Frequency of each role (No Problem, Pure cybervictim, Pure cyberaggressor, Cybervictim-cyberaggressor) according to the stage of adolescence and comparisons as a

function of sex.

Role Stage of adolescence Total Males Females ¥ @
£ (%) (%) £ (%)
No problem EA 1409 (28.0) 691 (49.0)" 718 (51.0)" 239.17 (<0.001)
(n = 5027) MA 1568 (31.2) 845 (53.9)" 723 (46.1)"
LA 1502 (29.9) 1076 (71.6)" 426 (28.4)"
EmAd 548 (10.9) 417 (76.1)° 131 (23.9)"
Pure cybervictim EA 186 (20.4) 80 (43.0)" 106 (57.0)" 39.97 (<0.001)
(n =911) MA 275 (30.2) 130 (47.3)° 145 (52.7)°
LA 331 (36.3) 222 (67.1)° 109 (32.9)"
EmAd 119 (13.1) 75 (63.0) 44 (37.0)
Pure cyberaggressor EA 95 (24.1) 36 (37.9)b 59 (62.1)" 57.72 (<0.001)
(n = 394) MA 98 (24.9) 61 (62.2) 37 (37.8)
LA 157 (39.8) 128 (81.5)° 29 (18.5)"
EmAd 44 (11.2) 37 (84.1)° 7 (15.9)
Cybervictim-cyberaggressor EA 89 (13.7) 50 (56.2)" 39 (43.8)" 21.84 (<0.001)
(n = 650) MA 198 (30.5) 144 (72.7) 54 (27.3)
LA 259 (39.8) 205 (79.2)° 54 (20.8)"
EmAd 104 (16.0) 85 (81.7)" 19 (18.3)°

Note: EA = Early adolescence; MA = Middle adolescence; LA = Late adolescence; EmAd = Emerging Adulthood; f = frequency; % = percentage.

# Adjusted standardized residuals >1.96.
b Adjusted standardized residuals <—1.96.
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Table 3
Differences in the total scores of cybervictimization and cyberaggression for the total sample according to the role and stage of adolescence.
Role Stage of adolescence M (SD) F () Post hoc M (SD) F () Post hoc
CBV CBV CBV CBA CBA CBA
Pure cybervictim EA? (n = 186) 5.19 (3.01) 1.273 (0.282)
(n=911) MAP (n = 275) 5.32(3.91)
LA® (n = 331) 4.80 (3.36)
EmAd? (n = 119) 5.20 (3.44)
Pure cyberaggressor EA? (n = 95) 4.58 (3.60) 1.034 (0.378)
(n = 394) MAP (n = 98) 5.20 (5.34)
LA® (n = 157) 4.47 (4.29)
EmAd? (n = 44) 5.70 (7.43)
Cybervictim - cyberaggressor EA? (n = 89) 7.94 (6.29) 9.383 (<0.001) b>d 7.07 (6.17) 9.775 (<0.001) a>d
(n = 650) MAP (n = 198) 8.52 (7.47) 8.15(7.31) b>d
LA (n = 259) 6.59 (4.67) 6.10 (4.98)
EmAd? (n = 104) 5.15(3.11) 4.63 (2.82)

Note: CBV = Cybervictimization; CBA = Cyberaggression; EA = Early adolescence; MA = Middle adolescence; LA = Late adolescence; EmAd = Emerging Adulthood;
M = arithmetic mean; SD = standard deviation; F = Fisher’s F; p = significance; Post hoc: Games Howell post-hoc test. a-d are, respectively, the stages of adolescence.

related to those found by Schultze-Krumbholz et al. (2014), Yudes et al.
(2020), and Pichel et al. (2021). In these studies, an increase in cyber-
bullying was reported as age increases, although none of them
contemplated the stage of emerging adulthood, nor did they present a
homogeneous distribution of stages. The data obtained can be consid-
ered to be in line with other studies reporting a higher frecuency of the
problem between 16 and 18 years (Gonzdlez-Cabrera, Machimbarrena,
et al., 2019; Morin et al., 2018; Tsitsika et al., 2015). However, these
results are contrary to those found by Wang et al. (2019), which indi-
cated a decrease in the rates of cybervictims and cyberbullies as ado-
lescents grow older, and they also differ from other studies such as those
of Garaigordobil (2015), which reported a higher prevalence of cyber-
aggression in middle adolescence and found no differences in cyber-
victimization between ages 12 and 18 years. Responding to the first
research question, late adolescence was the stage in which the highest
frecuency of both cybervictimization and cyberaggression was found.

A possible explanation for this increase in cyberaggression and
cybervictimization between early and late adolescence may be adoles-
cents’ greater access to technologies (Andrade et al., 2021), through
which they interact with their peers (Calmaestra et al., 2016). Likewise,
low parental control over children’s use of technologies and the gradual
decrease of this control as children grow older (Diaz-Lopez et al., 2020)
may be risk factors associated with the appearance and increase of these
violent behaviors (Andrade et al., 2021). It is important to add that from
the age of 13 it is legal to have a profile on most social networks, which is
also a legal aspect that can add to the explanation (as many of the cyber-
aggressive behaviors are carried out on these media) (Chan et al., 2021).

Nonetheless, there was also a decrease in the frecuency of these
problems in emerging adulthood that we cannot compare with other
similar studies. This could be explained, at least in part, by adolescents’
psychosocial development during the transition to adulthood, as they
develop more complex abstract thinking and greater empathy and
control over their impulses (Meeus, 2016). This decline could also be
explained in emerging adulthood by the progressive acquisition of
coping and resilience strategies (Alessandri et al., 2016). Similarly,
young people at this stage focus more on the development of other areas
of their life, such as training aimed at a professional future and social
and loving relationships (Salmela-Aro, 2011; Shulman et al., 2014).
Emerging adulthood also represents a considerable change at the social
level because this stage entails a period of learning about mutual sup-
port, the intensification of existing friendships, and the creation of new
bonds (Hochberg & Konner, 2020). The above-mentioned psychosocial
changes can be considered as precedents and may explain, at least in
part, the reduction in violence observed in this study.

Concerning the second objective, to analyse the frecuencies and
differences in the total scores of the roles of pure cyberaggressor, pure
cybervictims, and cybervictim-cyberaggressor in the stages of adoles-
cence, in general, we observed that the frecuencies increased both for

pure and mixed roles as adolescence progressed (until late adolescence)
and they decreased in emerging adulthood. Although there are no
studies that cover such broad age ranges, these data partially coincide
with the investigations of Gonzalez-Cabrera, Machimbarrena, et al.
(2019) and Zych et al. (2018) in which being older was related to higher
pure cyberaggression and cybervictimization-cyberaggression. Con-
cerning the frecuencies of each of the roles, the results partially coincide
with those found by Gonzdlez-Cabrera, Machimbarrena, et al. (2019),
with the same instrument and cut-off points, in which almost 20 % were
involved in the mixed role. On the other hand, Schultze-Krumbholz et al.
(2014) also reported a prevalence of >26 % for the role of cybervictim-
cyberaggressor. However, other investigations such as those of Zych
et al. (2018) reported lower prevalences for pure cybervictims (13 %),
pure cyberaggressors (4 %), and cybervictim-cyberaggressors (11 %) in
students aged 11 to 19 years. Regarding the average scores of cyber-
victimization and cyberaggression, the results indicated that there are
no differences between the stages of adolescence for pure cybervictims
and pure cyberaggressors, although there are differences for the hybrid
role of cybervictim-cyberaggressor, as in the studies of Gonzalez-Cab-
rera, Machimbarrena, et al. (2019) or Smith (2019). The joint analysis of
Tables 2 and 3 is of special interest in the analysis of this problem.
Whereas the frecuency of cybervictimization and cyberaggression was
higher in late adolescence, the average scores of cybervictimization and
cyberaggression were not statistically different for pure cybervictims
and pure cyberaggressors. This suggests that, although more partici-
pants are involved in late adolescence, the magnitude of the problem is
similar at all stages, including emerging adulthood. It could also indicate
that in stages with a lower frecuency of problems (such as early
adolescence or emerging adulthood), the problems found are more se-
vere (i.e., fewer cybervictims, but more severe).

As a function of sex, the frecuencies differed between boys and girls
because, although we observed that boys are more frequently cyber-
victims and cyberaggressors as they advance in the stages of adoles-
cence, in girls, the trend is the opposite, and the frecuency decreases as
they advance in adolescence. The percentages of male cybervictims and
cyberaggressors were higher than those of females at all stages of
adolescence except for early adolescence. These data are similar to those
of other studies reporting a higher rate of these behaviors in boys (Jung
et al., 2014; Li et al., 2019) but they differ from studies reporting a
higher prevalence of cybervictimization in girls (Gonzalez-Cabrera,
Machimbarrena, et al., 2019; Pabian & Vandebosch, 2014) or those that
do not find significant differences between boys and girls (Cosma et al.,
2024; Feijoo et al.,, 2021; Machimbarrena & Garaigordobil, 2018).
Concerning roles, there were higher levels of pure cybervictimization,
pure cyberaggression, and cybervictimization-cyberaggression in boys
than in girls. This partially coincides with investigations such as those of
Schultze-Krumbholz et al. (2014), who reported higher prevalences of
pure cyberaggressors in boys, but higher prevalences of cybervictim-
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Table 4

Comparison of each cybervictimization and cyberaggression item according to the stage of adolescence.

Cyberaggression

Cybervictimizacion

Post hoc

nZ

F ()

EmAd?

MAP

EA?

Post hoc

Eta®

F ()

EmAd?

MAP

EA?

(n =815)
M (SD)

(n = 2253)
M (SD)

(n = 2150)
M (SD)

(n =1786)
M (SD)

(n = 815)
M (SD)

(n = 2253)

M (SD)

(n = 2150)
M (SD)

(n =1786)
M (SD)

[a<c]

0.06
0.

14.92 (<0.001)

0.30 (0.79)
0.13 (0.50)
0.31 (0.77)
0.05 (0.33)
0.05 (0.38)
0.03 (0.27)
0.08 (0.40)
0.17 (0.56)
0.03 (0.30)

0.38 (0.85)
0.14 (0.52)
0.29 (0.76)
0.07 (0.38)
0.05 (0.36)
0.05 (0.34)
0.08 (0.39)
0.16 (0.50)
0.04 (0.31)

0.29 (0.73)
0.14 (0.52)
0.23 (0.64)
0.11 (0.50)
0.08 (0.45)
0.07 (0.41)
0.12 (0.50)
0.18 (0.56)
0.07 (0.43)

0.22 (0.62)
0.10 (0.42)
0.14 (0.46)
0.08 (0.38)
0.04 (0.31)
0.04 (0.34)
0.10 (0.42)
0.14 (0.46)
0.03 (0.24)

[a < b,c,d/b < c]

[a < b]

0.12
0.03
0.07
0.02

29.28 (<0.001)

0.49 (0.91)
0.17 (0.53)
0.40 (0.81)
0.13 (0.45)
0.04 (0.25)
0.01 (0.16)
0.15 (0.52)
0.33 (0.73)
0.05 (0.37)

0.53 (0.93)
0.16 (0.54)
0.37 (0.83)
0.12 (0.43)
0.06 (0.33)
0.04 (0.31)
0.15 (0.51)
0.34 (0.75)
0.06 (0.38)

0.41 (0.83)
0.21 (0.63)
0.32 (0.77)
0.14 (0.53)
0.10 (0.48)
0.07 (0.43)
0.18 (0.56)
0.34 (0.76)
0.09 (0.47)

0.28 (0.68)
0.13 (0.48)
0.23 (0.64)
0.09 (0.39)
0.08 (0.40)
0.04 (0.31)
0.13 (0.47)
0.23 (0.62)
0.04 (0.29)

Item 1
Item 2
Item 3
Item 4
Item 5
Item 6
Item 7
Item 8
Item 9

2.10 (0.098)
21.86 (<0.001)

6.10 (<0.001)
15.39 (<0.001)

[a < b,c,d]

0.09
0.03
0.

[a < b,c,d]

6.22 (<0.001)
2.95 (0.031)
2.99 (0.030)
3.57 (0.014)
2.09 (0.099)
6.15 (0.002)

4.44 (0.004)

[b>d]
[b>d]

0.03
0.03
0.

6.84 (<0.001)

0.01

7.30 (<0.001)
2.88 (0.035)

02
01

0.

01

0.

[a < b,c]
[a < b]

0.04
0.02

9.47 (<0.001)

0.03

5.61 (<0.001)

Fisher’s F; p = significance; Post hoc: Games Howell

Emerging Adulthood. M = arithmetic mean; SD = standard deviation; F

= Late adolescence; EmAd

Middle adolescence; LA
post-hoc test. a—d are, respectively, the stages of adolescence; Cybervictimizacion/Cyberaggression: Item 1 = Sending me/Sending threatening or insulting messages; Item 2

me/of an acquaintance; [tem 3

Early adolescence; MA =

Note: EA

Putting out or sending humiliating images of

Getting my/someone’s password to access social networks (nicknames, passwords,

Writing or spreading embarrassing jokes, rumors, gossip or comments about me or a classmate; Item 4

etc.) and sending messages on my behalf/their behalf that could make me/them look bad to others or cause problems with my/their acquaintances; Item 5 = Recording me/Video recording or taking pictures with my

mobile while a group laughs and forces me/forces another person to do something humiliating or ridiculous and hanging it on the internet; Item 6

of someone with a mobile phone while someone hits or hurts me/hits or hurts a person to send or hang the recording on the internet; Item 7

the internet; Item 8

Recording me/Video recording or taking pictures of me/taking pictures

Spreading secrets, information or compromising images about me /someone on

Recording me/Recording someone on video or taking pictures of me/a

Intentionally separating me/someone from a group on a social network (chats, friends’ lists, thematic forums, etc.); Item 9 =

classmate performing some kind of sexual behavior and disseminating them on the internet.
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cyberaggressors girls. However, the differences found do not seem to
justify, as in other studies, that differentiated strategies should be
addressed for boys and girls (Feijoo et al., 2021), but that all behaviors
should be prevented equally.

Responding to the third research question, there were differences in
the frecuencies of pure cyberaggressors, pure cybervictims, and
cyberaggressor-cybervictims depending on the stage of adolescence and
sex. We note that these frecuencies increased progressively from early
adolescence to late adolescence, and decreased in emerging adulthood.
Significant differences were also found regarding sex. In the case of
cybervictimization and cyberaggression, there was a higher frecuency
both of cybervictims and cyberaggressors. Concerning roles, in boys, the
frecuencies increased as the stages of adolescence progressed, whereas,
in girls, the frecuencies decreased as the stages of adolescence
progressed.

Regarding the third objective, to compare the different behaviors
related to cybervictimization and cyberaggression in each stage of
adolescence, the most frecuent behaviors in the different stages corre-
sponded to verbal violence (“Sending threatening or insulting mes-
sages”). These data coincide with the research of Garaigordobil (2015)
and Gonzalez-Cabrera, Leon-Mejia, et al. (2019) in which this behavior
was the most prevalent both for cybervictimization and cyberag-
gression. In the same vein, the next most prevalent behavior for cyber-
victimization and cyberaggression was related to “writing or spreading
embarrassing jokes, rumors, gossip or comments” and “intentionally
removing someone from a group on a social network.” In this last item,
we note the importance for adolescents to belong to a peer group and
feel part of it. This process is increasingly important in adolescence and
may reveal why some behaviors are significantly more frequent in
middle adolescence to emerging adulthood stages than in early adoles-
cence (Salmela-Aro, 2011). Answering the fourth research question, the
most prevalent behaviors both for cybervictimization and cyberag-
gression in the four stages of adolescence were related to verbal and
social violence. In general, middle adolescence is the stage that presents
a higher number of behaviors related to cybervictimization and
cyberaggression.

The data from this study have potential practical implications, as it is
clear that problems related to cybervictimization and cyberaggression
are prevalent at all stages of adolescence. It is, therefore, necessary to
propose primary preventive strategies in early adolescence (or even
before Secondary Education) such as the Safety.net Program (Ortega-
Baron et al., 2021; Ortega-Baron et al., 2024) or to carry out primary/
secondary prevention in the first years of Secondary Education (Calvete
et al., 2021; Garaigordobil & Martinez-Valderrey, 2014). In any case, it
seems evident that specific intervention actions will also be necessary in
later stages, which should be included in the coexistence plans of
schools, as the problem transcends a specific stage or moment in the
non-university training itinerary (as this is a general problem at all
stages). Likewise, it is important to understand that cyberbullying may
be related to other relational problems of the Internet, such as sexting,
online grooming, or online partner abuse, and should be addressed
comprehensively in schools (Machimbarrena & Garaigordobil, 2018),
and should also use a multi-stage approach because there are relevant
problems in all the stages. Differences in the sex variable do not seem to
justify, in line with other studies (Feijoo et al., 2021), differentiated
guidelines for boys and girls, as the prevention of all types of behavior is
essential. Knowing the situation of schools in relation to cyber-
victimization/cyber-aggression is key, which is why it is urged, as in-
ternational authorities do (Cosma et al., 2024), to carry out general and
periodic evaluations in each of the Spanish regions. This would be useful
in order to carry out concrete evidence-based actions in the last years.
On the other hand, it is conceivable that in the future, mechanisms based
on natural language processing could also be implemented and how
artificial intelligence could help us in the early detection of problems
related to peer violence (Nikitha et al., 2024; Pericherla & Ilavarasan,
2024).
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This study presents some limitations. First, the measuring in-
struments employed are self-reporting, so there may be social desir-
ability bias. Secondly, the role of the participants was not triangulated
by incorporating the bystander. Thirdly, although it is a large sample
and from different Spanish regions, incidental non-probabilistic sam-
pling was carried out. In addition, as this is a cross-sectional study, real
causal relationships cannot be established, and the conclusions that can
be drawn are limited. Finally, there was a larger number of boys than of
girls, but this represents the reality in Vocational Training in Spain,
where there is a predominance of males according to the official sta-
tistics, especially in many training itineraries (Ministry of Education and
Vocational Training, 2020). In future lines of research, the following
could be taken into account: 1) studies triangulating the roles of
cybervictims-cyberaggressors-cyberbystander; as well as analysing the
role of the bystander and its relation to cyberaggression (Orue et al.,
2021); 2) longitudinal studies that allow conclusions to be made about
the evolution of violent cyberbehavior and its transition across the
stages of adolescence; 3) frecuencies studies for ages prior to early
adolescence; 4) identifying personal, school, and family variables that
help design prevention and intervention strategies according to the stage
of adolescence incorporating them into prevention and intervention
plans.

4.1. Conclusions

This study should be considered a first approach to peer cybervic-
timization and cyberaggression in a broad age range between 11 and 22
years that includes four stages of adolescence. The frecuency of these
problems increases from early adolescence to late adolescence and de-
creases at the stage of greater maturity (emerging adulthood). However,
the magnitude of the problems of cybervictimization and cyberag-
gression for the roles of pure cybervictims and cyberaggressors is similar
at all stages, suggesting that it is a relevant problem in all of them.
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